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Password

• A password is a secret word or string of 
characters used for user authentication to 
prove identity or access approval to gain 
access to a resource (example: an access 
code is a type of password), which should 
be kept secret from those not allowed 
access.

• Most password fields will not accept 
spaces.
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Password

• Password are used in many ways to 
protect data, systems, and networks.

• Organizations need to protect the 
confidentiality, integrity, and availability of 
passwords so that all authorized users and 
no unauthorized users, can use 
passwords successfully.
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Password Policy

• Most organizations specify a password policy that 
sets requirements for the composition and usage 
of passwords, typically dictating minimum length, 
required categories (e.g. upper and lower case, 
numbers, and special characters), prohibited 
elements (e.g. own name, date of birth, address, 
telephone number). 

• Some governments have national authentication 
frameworks that define requirements for user 
authentication to government services, including 
requirements for passwords.
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Password Threats

• Organizations should be aware of the 
drawbacks of using password-based 
authentication. 

• There are many types of threats against 
passwords, and most of these threats can 
only be partially mitigated. 

• Also, users are burdened with memorizing 
and managing an ever-increasing number 
of passwords. 
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Password Threats

• Create a password policy that specifies all of 
the organization’s password management-
related requirements.

• Protect passwords from attacks that capture 
passwords.

• Configure password mechanisms to reduce 
the likelihood of successful guessing and 
cracking.

• Determine requirements for password 
expiration based on balancing security needs 
and usability.

CS140M Fall 2014 Lake 6



LBCC Fall 2014

Lake 2

Common Passwords

• The name of a pet, child, family member, or 
significant other

• Anniversary dates and birthdays

• Birthplace

• Name of a favorite holiday

• Something related to a favorite sports team

• The word "password“ or a derivative like 
“Pa$$w0rd”.
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Multi-Factor Authentication

• Authentication can involve:
– Something the user knows – password

– Something the user has – a smart card

– Something the user is – a fingerprint/voice 
print
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Password Guessing and Cracking

• Guessing
– Brute Force Attack

– Dictionary Attack

– Hybrid Attack

• Cracking
– To produce the same encrypted hash as the 

target password

– Rainbow Table
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Password Strength

• Password strength is a measure of the 
effectiveness of a password in resisting 
guessing and brute-force attacks. In its 
usual form, password strength estimates 
how many trials an attacker (who does not 
have direct access to the password) would 
need, on average, to guess it correctly. 

• The strength of a password is a function of 
length, complexity, and unpredictability.
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Password Strength

• 4-digit PIN (personal identifier number) 
has 104 or 10,000 possibilities

• 8-character password (using 95 character 
set) has 958 or about 7X1015

• 12-character password (95 character set) 
has 9512 or 5.4X1024
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Password Use

• Using strong passwords lowers overall risk of 
a security breach, but strong passwords do 
not replace the need for other effective 
security controls. 

• The effectiveness of a password of a given 
strength is strongly determined by the design 
and implementation of the authentication 
system software, particularly how frequently 
password guesses can be tested by an 
attacker and how securely information on 
user passwords is stored and transmitted. 
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Password Risks

• Risks are also posed by several means of 
breaching computer security which are unrelated 
to password strength. 

• Computer security breaches include:
– wiretapping
– phishing
– keystroke logging
– social engineering (baiting, tailgating)
– shoulder surfing
– dumpster diving
– side-channel attacks
– software vulnerabilities
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Wiretapping

• Telephone tapping (also wire tapping or 
wiretapping) is the monitoring of telephone 
and Internet conversations by a third party, 
often by covert means. 

• Legal wiretapping by a government 
agency is also called lawful interception. 
Passive wiretapping monitors or records 
the traffic, while active wiretapping alters 
or otherwise affects it.
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Phishing

• The act of attempting to acquire information such 
as usernames, passwords, and credit card details 
(and sometimes, indirectly, money) by 
masquerading as a trustworthy entity in an 
electronic communication.

• Communications purporting to be from popular 
social web sites, auction sites, banks, online 
payment processors or IT administrators are 
commonly used to lure unsuspecting public. 

• Phishing emails may contain links to websites that 
are infected with malware.
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Keylogger

• A keystroke logger, or Keyboard Capturing 
program, or keylogger is the action of 
recording (or logging) the keys struck on a 
keyboard.

• This is typically done in a covert manner 
so that the person using the keyboard is 
unaware that their actions are being 
monitored
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Types of Software-based 
Keyloggers

• Hypervisor-based

• Kernel-based

• API-based

• Form grabbing based

• Memory injection based

• Packet analyzers

CS140M Fall 2014 Lake 17

Types of Hardware Keyloggers

• Firmware-based
• Keyboard hardware
• Wireless keyboard 

sniffer
• Keyboard overlays
• Acoustic keylogger
• Electomagnetic

emission
• Optical surveillance
• Physical evidence
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Social Engineering

• Social engineering refers to psychological 
manipulation of people into performing 
actions or divulging confidential 
information. 

• A type of confidence trick for the purpose 
of information gathering, fraud, or system 
access, it differs from a traditional "con" in 
that it is often one of many steps in a more 
complex fraud scheme.
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Baiting

• Baiting is a real-world Trojan Horse that uses 
physical media and relies on the curiosity or 
greed of the victim.

• In this attack, the attacker leaves a malware 
infected floppy disk, CD-ROM, or USB flash 
drive in a location sure to be found 
(bathroom, elevator, sidewalk, parking lot), 
gives it a legitimate looking and curiosity-
piquing label, and simply waits for the victim 
to use the device.
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Tailgating

• An attacker, seeking entry to a restricted area 
secured by unattended, electronic access control, 
e.g. by RFID card, simply walks in behind a 
person who has legitimate access. 

• Following common courtesy, the legitimate person 
will usually hold the door open for the attacker. 

• The legitimate person may fail to ask for 
identification for any of several reasons, or may 
accept an assertion that the attacker has forgotten 
or lost the appropriate identity token. 

• The attacker may also fake the action of 
presenting an identity token.
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Shoulder Surfing

• Using direct observation techniques, such 
as looking over someone's shoulder, to get 
information. 

• Shoulder surfing is commonly used to 
obtain passwords, PINs, security codes, 
and similar data.
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Dumpster Diving

• Garbage picking is the practice of sifting through 
commercial or residential waste to find items that have 
been discarded by their owners, but that may prove 
useful to the garbage picker. 

• Garbage picking may take place in dumpsters or in 
landfills. 
– When in dumpsters, the practice is called dumpster diving.
– Dumpster divers will forage dumpsters for items such as 

clothing, furniture, food, and similar items in good working 
condition.

• Police searches of dumpsters as well as similar 
methods are also generally not considered violations; 
evidence seized in this way has been permitted in 
many criminal trials.
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Side-Channel Attacks

• Any attack based on information gained from the 
physical implementation of a cryptosystem, rather than 
brute force or theoretical weaknesses in the 
algorithms. 

• For example, timing information, power consumption, 
electromagnetic leaks or even sound can provide an 
extra source of information which can be exploited to 
break the system. 

• Some side-channel attacks require technical 
knowledge of the internal operation of the system on 
which the cryptography is implemented, although 
others such as differential power analysis are effective 
as black-box attacks.
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Software Vulnerabilities
• Memory safety violations, such as: 

– Buffer overflows
– Dangling pointers

• Input validation errors, such as: 
– Format string attacks
– SQL injection
– Code injection
– E-mail injection
– Directory traversal
– Cross-site scripting in web 

applications
– HTTP header injection
– HTTP response splitting

• Race conditions
– Time-of-check-to-time-of-use bugs
– Symlink races

• Privilege-confusion bugs
– Cross-site request forgery in web 

applications
– Clickjacking
– FTP bounce attack

• Privilege escalation
• User interface failures 

– Warning fatigue or user 
conditioning.

– Blaming the Victim Prompting a 
user to make a security decision 
without giving the user enough 
information to answer it 

– Race Conditions
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Countermeasures

• Establish frameworks of trust on an employee/personnel level (i.e., specify and train 
personnel when/where/why/how sensitive information should be handled)

• Identify sensitive information and evaluate its exposure to social engineering and 
breakdowns in security systems (building, computer system, etc.)

• Establish security protocols, policies, and procedures for handling sensitive 
information.

• Train employees in security protocols relevant to their position. (e.g., in situations 
such as tailgating, if a person's identity cannot be verified, then employees must be 
trained to politely refuse.)

• Perform unannounced, periodic tests of the security framework.

• Review the above steps regularly: no solutions to information integrity are perfect.

• Use a waste management service that has dumpsters with locks on them, with keys 
to them limited only to the waste management company and the cleaning staff. 
Locate the dumpster site either in view of employees so that access to it carries a risk 
of being seen or caught or behind a locked gate or fence where the person must 
trespass before they can attempt to access the dumpster.
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Questions
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Assignment

• Create a password policy (1-2 pages)
– Include the following:

• Minimum/maximum password length
• Characters allowed and not allowed (Type of characters)
• Length of time before the password will expire

– Give several examples of passwords that meet your 
policy

– Give several examples of passwords that do not meet 
your policy

– Give an example of a password policy that is too
stringent

– What is the password strength of a password with 36-
character password with a 105 character set? 


